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Abstract: The usage of the VM apps poses a degree of vulnerability to multiple privacy and safety risks. Within this article 

are presented certain aspects related to the usage of such apps, what to consider when using them during the training procedure 

and video meetings. The date gathered based of this paper on the analysis of VM applications, the establishment of some 

common characteristics, their most important and useful characteristics have been highlighted. Videoconference apps have 

been successfully used within training sessions during the pandemic, without taking into consideration the security, privacy 

and massage of such technological tools. A survey was conducted on the security and vulnerability aspects of the applications 

used by the teacher. It was sought the degree of knowledge of these problems. It was seen that the discussions held in video 

format occupy over 60% of the multimedia methods used in online classes. The exceptional utilization increased utilization of 

VM apps, it should be noted that cyber security problems connected to such techniques should be given an increased attention. 

One cannot imagine a teaching-learning procedure without having an online video meeting. As such, in the following chapter, 

are detailed solutions for teleconferences and the security aspects adherent to such and we conducted on the degree of use of 

VM applications, the application of security techniques and recommendations for a better application of VM applications. 
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1. Introduction 

The situation arising from the pandemic forced us to use 

modern methods of training by applying information 

technologies. At the same time, it made us more cautious 

about the technologies used to achieve a correct teaching 

process and with the same aims as in the case of face-to-face 

learning. 

Any decision regarding classroom or virtual teaching is 

filled with implications and compromises that are difficult to 

assess, both nowadays as well as for the long-term. All these 

are but a fraction of the complex reality of functionality 

within a pandemic. 

In the early days of the corona virus pandemic, many 

schools and educational institutions around the world have 

been forced to move on quickly to fully distanced models of 

learning, having little or no training at all [1, 16]. Parents and 

other guardians – more often than not grandparents and 

children must adapt to the new aspects at home, at school and 

at work, on the background of news and guidelines found 

under continuous evolution of the Corona virus. Often, 

parents and guardians found themselves offering additional 

support as "teachers" while children received schoolwork via 

text messages, web sites and e-mails. This aggravated the 

stress of living jam-packed together in one home for longer 

periods of time. 

In other countries, this aspect was settled in a different 

way with most children being granted a postponement from 

school and from the complexity of remote learning during the 

summer months, while in other countries, teachers continued 

to work from home using videoconference methods and other 

technologies [20, 23]. By implementing several measures, 

this adaptation to remote working went remarkably well. 

In this article a study is made of the application of video 

conferencing in the teaching process, some recommendations 

are given to improve the teaching process with video 

applications. The paper is a generalization of the paper [13] 

with other details regarding the main aspects we take into 

account when talking about the security and vulnerability of 

VC applications. 
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For many teachers in Romania and the Republic of 

Moldova, there have been great challenges regarding the use 

of information technologies in online teaching. They tried 

various ways to collaborate with students and not to lose the 

content of the curriculum. Even telephones were used for 

message communication, worksheet transmission with 

applications: WhatsApp, Viber, Messenger. But they have 

not been and are not enough to organize a proper teaching 

process. Free courses were organized in each institution, 

where teachers were trained and prepared for any form of 

online or physical teaching. 

Thus, the statistical data show that in Romania 80.8% of the 

population have internet connection, in urban areas, 86.9% in 

rural areas only 73.1% of households [29]. In the Republic of 

Moldova, Internet access is 83%, including internet access, 

mobile internet, internet access in urban areas 62% and rural 

areas 42% [30]. 

These statistics also show us the accessibility of teachers 

and students to the internet, the access to the digital devices 

used. 

The video conference is essential for distance education. 

Schools are using technology in a record number to conduct 

classes, to support school events and meetings, to offer advice 

and counseling, and to facilitate students and teachers alike to 

connect with friends and colleagues [6, 9, 10, 11, 16]. As any 

other technology, if it’s not properly managed, video 

conferencing presents risks regarding students and employees’ 

confidentiality and also the security of our personal 

information. Schools that are using this technology must be 

aware of these risks and they should have to implement 

protection measures in order to alleviate or prevent them. 

During the pandemic, virtual meeting solutions like Zoom, 

Microsoft Teams or Google Meet have become well-known 

names and they have been highlighted by mass-media as 

viable solutions to meet the demands of distance education. 

The videoconference technology is available via dedicated 

hardware, conference rooms, computers and mobile devices 

in order to facilitate communication anywhere a person has 

Internet access. In theory, this allows for a permanent contact 

with any other person using as many senses as possible in 

order to convey a massage, to discuss a topic or to offer 

training and education. This implies cameras, microphones, 

splitting the screen, surveys, file partition, instant messaging, 

chat, enhancing the background, noise cancelling and even 

attention monitoring technologies [14, 19]. 

A VM app is a method used by people to meet, regardless 

of their whereabouts, via video, audio and text and to connect 

or meet online rather than face to face [13, 17, 22]. It allows 

for a direct share of information without it being necessary to 

be at the same location. The setting up of VM rooms is 

considered cost efficient compared to travelling for short-

period meetings. This option is less upsetting for office 

schedules and activities [1]. The usage of VM techniques 

poses multiple security issues that vary from unencrypted 

communication for the free accounts to significant issues 

taking the form of vulnerabilities that allow malware 

programmes to run on the user’s devices. 

2. Research Methodology 

We analyzed the information related to the subject studied 

from several current sources. We conducted a survey on the 

degree of use and knowledge of the security and vulnerability 

of applications: Zoom, MS Teams, Google Meet. A list of 

guidelines has been developed to address security and 

vulnerability issues. 

Choosing the right tool can pose a difficult problem, 

especially if one intends to use it for training sessions. The 

higher the risk all participants assume during a call the less 

compromises when selecting the venue hosting the conversation. 

The present article presents the security and privacy functions 

necessary to be taken into consideration when deciding on the 

platform used during the training procedure. 

For a proper evaluation of video conferencing instruments, we 

need to consider the following aspects [4, 5, 7, 8, 13, 15, 20]: 

1) Assessing the security properties of the platform. 

2) Assessing the confidentiality properties of the platform. 

3) Protecting users from abuse and prioritizing 

accessibility needs. 

When we evaluate the security of any instrument, we are 

looking for signs that the platform takes into consideration 

very seriously the need to protect our data [24]. Besides 

granting technical warranties that limit the chances that the 

personal data will fall in the wrong hands, a service provider 

that deals with the safety features is also liable for the quick 

and transparent resolve of data breaches [2]. 

For daily meetings within a closed format, when only a 

small number of people will connect, the transit encryption 

industry standard [4] meets the safety requirements. Should 

privacy be needed for a video conference or a lesson 

displaying sensible material, it is necessary to search for a 

tool that accepts the end-to end encryption [7, 20]. 

Concerning platform safety, the following must be taken 

into consideration [13]: 

1) A 2-step authentication and the authentication methods. 

2) Encryption in transit and its’ implementation techniques. 

3) End-to end encryption and its’ implementation 

techniques. 

4) The existence of an independent safety audit. 

5) Troubleshooting offered for the identified 

vulnerabilities. 

We understand that in fact, not just any meeting needs a 

strict confidentiality; in fact, sometimes we may want a call to 

be streamed to a wide audience [15]. When privacy is 

important for us and for the participants to the call, we give 

priority in selecting a platform that collects very little or close 

to none information about the participant account, that 

registers only limited metadata during calls and does not share 

data concerning the users with third parties. A necessary aspect 

is to study the privacy promised by the platform and to realise 

just how well it fulfils our requirements. 

There are a multitude of specifications regarding the 

privacy of the platform that we need to take into 

consideration when thinking about using a videoconference 

platform during a training session [19, 21]: 
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1) Usage of the platform without an account. 

2) The metadata and content registered by the user. 

3) The storage period of the user’s data after he/she 

deleted or closed his/ her account. 

4) The possibility of self-hosting. 

5) The drafting of an annual transparency report. 

6) The signalling warnings for the user’s requests 

concerning his/her data. 

7) The existence of certain public documents making 

reverence to the applicability of the law and regarding 

the processing of user data. 

8) Usage safety without abuse and its’ simple applicability. 

When communicating with students, it is important to do so 

in the safest and most comfortable environment as possible. 

The online abuse can become aggressive if it’s left 

uncontrolled, especially since online lessons involve students 

who present a higher risk of being targeted by online 

harassment. 

In cases where there is a possibility that a student from our 

call would say, send spam or share abusive content, we may 

want to use an instrument which provides features as 

password protection on the meeting’s link and the disabling 

or elimination of the abusive call participants. 

To participate in a video call, certain students require 

visual and audio assistance. These accessibility features can 

take the form of real time subtitles during the dialog or the 

projection of the interface in a way that crosses well with 

screen readers [2]. 

To make sure that a video conferencing instrument meets 

our minimum standards, this instrument has to be assessed 

according to all criteria in order to prioritize all accessibility 

needs. 

Google Meet represents the main video chat tool launched 

by Google to be used by organisations and businesses, also 

called Google Workspace. In the future, Google Meet will also 

replace the older version of Google Hangouts [13, 26]. The 

service is not end-to end encrypted, and the users’ data can be 

decrypted by the company. In order to simplify their service, 

compared to other Google offers, Meet is connected to the 

user’s Google account. The company regularly surveys 

exceptional attempts to access your account and makes 

available a 2-step factor authentication in order to prevent 

another user from connecting. While using Goole Meet, 

participants will also be notified if someone is trying to join 

the meeting from outside the organisation. When Google Meet 

is embedded into Google Workspace, the organisation must 

have an administrator (admin) who, at his/ her option, can 

further block or limit the functionality of Google Workspace. 

Teams is a relatively new product which to a great extent 

managed to shy away from the attention given to Zoom, 

while in the meantime rapidly increasing its user database [8] 

ever since the start of the Covid-19 pandemic. Its set of 

functions overlays many competing platforms, but the 

activity of the necessary functions, as in the case of other 

Microsoft offers, requires the exact finding of the 

corresponding account type combination, subscriptions and 

corresponding services. Moreover, its own default settings 

[12, 27] could, under certain conditions, be prone to attacks 

similar to those for which Zoom became famous [18]. 

The Zoom safety, privacy and abuse issues were well 

documented. The Zoom story is deeply rooted in the COVID-

19 pandemic when millions of users switched to this platform 

for trusted video calls. Zoom was initially designed to 

implicitly allow anybody to join video calls. Due to the fact 

that joining a call could be that easy, it was exceptionally 

convenient for unwanted users to join in, most times causing 

havoc [3, 13]. Furthermore, their documentation and 

interface provided misleading statements [7, 25] regarding 

their encryption quality level. Following the large-scale 

control from the safety community, significant improvements 

have been implemented regarding safety, privacy and abuse 

issues encountered on this platform. 

3. Results 

After a while of using video dating applications, teachers 

learned how to use them and of course notice the pros and cons 

of using them. If teachers are not computer engineers, they can 

not notice some vulnerabilities in the use of these applications, 

but have difficulty implementing or improving them. 

We did a survey on the degree of satisfaction and 

knowledge of these applications. Some used only one VM 

application, others used two or even all three applications. 

We can list the main recommendations regarding VM of 

the 3 listed, all three generally have the same security 

measures only different only as a configuration - the effect is 

the same. 

1) Avoid the use of personal meeting ID; 

2) Use a randomly generated meeting ID; 

3) Set up an appointment with a password; 

4) Preventive authentication of students; 

5) Only authenticated users can join meetings from Web 

client; 

6) Screen sharing management; 

7) Enable watermark sharing; 

8) Blocking the activities of the participants. 

More specifically for each VM application we have: 

1. VM Zoom. Securing the use of the Zoom application 

can be divided into 2 steps: settings before starting the 

meeting and settings during the meeting. Before you 

start a lesson, there are some steps you can take to help 

reduce your chances of being interrupted by someone 

unwanted. 

2. Microsoft Teams. The recommendations are the basis of 

Microsoft's official recommendations and can 

successfully serve as a theoretical basis for a security 

policy in the use of the Microsoft Teams application. 

The first step, which is not just about Microsoft Teams, is 

to keep the app up-to-date with both us and students - so we 

can be sure that we'll benefit from the latest security settings. 

3. Google Meet charms teachers with ease of use and 

integration with other Google components, such as 

Google Classroom. Configuring security settings when 

planning or conducting a lesson is as simple as [28]. 
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Source: Authors 

Figure 1. Recommendations for using video conferencing platforms. 

4. Discussions 

Users are usually the weakest link in the security chain So 

the user's private security when using the VM application 

depends on the user himself. When an user joins a call 

through a video conferencing application from an insecure 

device or connection, they become vulnerable to 

unauthorized access. 

The main point in VM applications is secure access, which 

means preventing the annoying intruder from signing up and 

gaining access to the data or devices of any meeting 

participant. VM applications such as Zoom, Google Meet, 

and Microsoft Teams provide the ability to easily set up to 

meet with teachers, classmates, workgroups, friends, and 

family members. 

However, that ease of application could also make it easier 

for attackers to access information. The main idea is to be 

aware of the security risks before participating in a video call 

with students or a group of colleagues by properly 

configuring the functions of VM applications to exclude 

malware, hackers and identity thieves. 

 

Source: Authors 

Figure 2. Aspects to prevent abuse in the use of video conferencing technologies. 
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In terms of cybersecurity it is possible to attack them on the applications mentioned above, such as hijacking, screen sharing, 

information disclosure, malware, phishing, data breach and zoombombing [13]. 

 

Source: Authors 

Figure 3. Security issues in the use of video conferencing technologies. 

 

Source: Authors 

Figure 4. Evaluation from the perspective of cyber security. 

 

Source: Authors 

Figure 5. Confidentiality in the use of video conferencing technologies. 

Confidentiality is another concern. VM's privacy policies 

may allow the collection and storage of a large amount of 

data from many resources (for example, cloud recordings, 

videos, messages, files, on-screen documents, and 

whiteboards displayed during hours), and such data would 

may contain sensitive personal information. The webcam 

provides a window into the world of schooling through 

which hackers can spy on the participant when he 
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accidentally left the webcam activated. Another example of 

the issue of privacy is when hackers gain access to legal or 

financial information whenever students or teachers have an 

online meeting. The security and privacy of VM applications 

are vulnerable to several attacks, such as: screen sharing, 

disclosure and association of information, malware attacks, 

phishing attacks, face recognition attacks, data hacking, 

zoombombing [20]. 

We conducted a study with teachers using one of the three 

VM applications described above. 16 professors from 

different university and pre-university institutions (from the 

Republic of Moldova and Romania) were interviewed. The 

results are as follows: 60% use Google Meet, 10% Microsoft 

Teams, 30% Zoom application; most have known these 

applications on services and on the Internet; 60% said they 

had known them for two years and 40% said they had known 

them for more than two years. 

 

Figure 6. The answers to the question: have you heard about security and 

vulnerabilities in video conferencing applications? 

5. Conclusions 

The three video conferencing platforms, Zoom, Google 

Meet and Microsoft Teams, experienced a dizzying 

development during the pandemic period. In this study we 

discussed the three applications in detail, both the side of 

social security and privacy, and the functionality. Zoom is a 

complex platform, but it still has security issues. Google 

Meet and Microsoft Teams are a little more secure, but they 

are less accessible in terms of usage, especially Microsoft 

Teams. On the other hand, for a Microsoft 365 Business user, 

the Teams application opens up all its chat, video, 

administration and security possibilities. 

Choosing the best video conferencing application will 

depend on your purpose. 

For example, if we only need basic video calling 

functionality, Google Meet might be the ideal solution. It's 

free and easy to use, but the requirement to create a Google 

Account may be a limitation for some. 

On the other hand, if we need a robust collaboration tool 

with enterprise-level features, Microsoft Teams is probably 

best. Its wide range of integrations overshadows its 

competitors, and the ability to switch from video chat to video 

can be useful when managing a large group of participants. 

However, if our institution relies on platforms outside of the 

Microsoft ecosystem, we should consider another solution. 

Finally, for a school or a small business, Zoom will 

probably be the best platform. It's simple and easy to use, and 

students won't even have to sign up for an account. In 

addition, it is great for online courses and presentations due 

to its interactive features and effortless screen sharing. 

Most educational establishments and universities were 

forced to adopt VM apps for the continuous teaching process 

and to get in touch with students and staff during the 

COVID-19 pandemic. This study tackled the possible attacks 

on the aforementioned apps, like hijacking, splitting the 

screen, information disclosure, malware, phishing, data 

breaches and zoom bombing. The results show that Google 

Meet can be safely implemented within the educational 

sector, followed by MS Teams and last by Zoom, not taking 

into consideration factors like user friendliness and number 

of participants during a meeting. In addition, the safety 

features of these apps which need to be set correctly were 

further highlighted. 
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